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4.1.1 Jugunsal Firewall 4iin Next Generation Firewall wuu Appliance ﬁ'ﬁ@mauﬂ’ﬁ
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4.15  gansansivdeukasdestunsyngnguuuusng q agses &l Syn Flood,
UDP Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS, Teardrop Attack, Land
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(Granular Recovery) Talaglad1dudosfinsis Agent & 18a3095U Application ageiassenaluil
Microsoft SQL Server, Microsoft SharePoint, Microsoft Active Directory, Microsoft Exchange tha ¥
Oracle
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NIULATEYE WAN
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4.4.10 annsadsewssiiudeyairdosreufinmesiaiiouuu Cloud Platform

4.4.11 ansafdeya Windows uas Linux Mdurdesmouiniwefiaiioutas Physical

4.4.12 anansavhdnumiegreynlnddoyadisaaluds Object storage a1ty Azure
Blob, AWS S3, IBM Cloud Wag Google Cloud Storage

4.4.13 mmmiaue?qm’fagaLﬂ"%‘amauﬁamai’mﬁaumn Amazon EC2, Azure VMs Wag
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4.4.14 aansadduie’esnsuiiunefiadoud srhunldeuldiuiilaenadanges
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4.4.15 gunsafgAudeya Microsoft SQL Server wag Oracle 1t ot auldvud
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(Continuous Data Protection (CDP)) Inglaisifiugasfinds Agent Waza1u15n FailOver Wag FailBack
\nSospeuiumesiadiouls

4.4.20 anunsamyuauunsiAuszUUTtladdseslidam (Failover Plan) WiuiAdes
ABUNILIBSLANDU

iwax15;:ﬂsuauLsuwuawuiﬂsaﬂmﬁuﬂixﬁwﬁmwswu

/ i Z 2 =

Us¥51UNIINNT AT AFIUNTT n93UNI3 N33UNT




4.4.21 flaunsa Self-Service Backup Ao syaalvgldsundesnenfinmesiadou
imsérsesuazgAudoyaldmeiilosiiums Web Portal

4.4.22 gunsodrsesdeyaniosneuinnediatiou Tagvausuiumalula Storage
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¥19139u1U Storage Snapshot 971 Vendor sialuild HPE, NetApp, Pure Storage wag DellEMC
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eliwesndn 20 Workloads
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456 @W1509529M1¥09In7 (Vulnerability Scan) Uula3 os 14 noutdldaussuy
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Low w3awieuwinle

457 sesiunIigaldinuLu 2 sedu 2FA) Aunsldau ZTNA Taeldgudeyagly
YOIBIANT UALTDITUNISVINGUTINAU Soft Token wuu Mobile 191

458 s035umsamuaulauie Allow, Block, Monitor n514411 Removable Media 1
USB ot

459 annsonmusuluemsitnnaduled (Web Filter) Ia
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4.5.11 @190v191U43WAUTEUU Windows Active Directory nneluesansla e Entra
ID (Azure AD)
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4.5.13 awfuayu Vulnerability Dashboard Lilauans endpoint finudasinils

4.6 s unsaidasnunisuniniiulas (Web Application Firewall) $1uau 1 4
IngazdasiinusnuuiisuvivselitosnitauseaziBuadil

4.6.1
4.6.2
4.6.3
4.6.4

Lﬂuqﬂﬂsaiﬁmﬁwﬁ{]aaﬁ'ummﬂaamﬁ’aﬁm%’u Web Application TagLang
31 Application throughput @wm5uMs¥inau Layer 4 lddeenin 10 Gbps
i1 Application throughput dm3uns¥vi9u Layer 7 liddeanin 10 Gbps
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Ethernet 4 weosm %30 10 Gigabit Ports (SFP+) Shunulaitiaenit 4 wese

4.6.5
4.6.6
4.6.7

4.6.8
4.6.9

3 Bulk Encryption throughput lddieenin 10 Gbps 14
3 SSL TPS (2K Keys) 15,000 1a

a@11150v11n15 Web Application Firewall (WAF) Fasaluil
4.6.7.1 Real-time application threat mitigation

4.6.7.2 5935U OWASP

4.6.7.3 Threats mitigated

fruansatun1sesiu DDoS mitigation 1A

31 Power Supply WUU Redundant #58 Hot Swap $147u 2 v
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