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3.2 dewougunInl SYUU uazwevA SRl

3.2.1 gunsailiostiuieiatne (Firewall) wuudl 2 S1umm 1 40

3.2.2 quasallesiulnads (Firewall) wuuil 1 $1uau 1 40

3.2.3 gunsafitasiesideyassuuiaiotny Sauau 1 4

3.2.4 gevliwaissuudasdoyauasiiudoya S1um 1 n

3.2.5 ssuvinwimuuasasslunisiindaeiens shuau 1 ssuy

3.2.6 aﬂnsmﬂmﬂumsunmnﬂlﬂm (Web Application Firewall) U 1 YA

3.2.7 MU’JEJF’TJ’]N%’WLWEJLW&JUiu?IVIﬁﬂ‘WWI‘u?I’Ju‘U@QLﬂiENLLﬁJ?ﬂFJﬂ@QJW’JLMEJ’SLaﬁi’e]‘uf\]’l‘LJ’Ju 199

3.3 mﬂmaﬂnim TEUU Uazganiuwaslude 3.2 o ddne nay. ndoudnrian1svineiuyes
sEUVULAT Y188 0d15 (Network Diagram) 9849811'N914 naw. ‘maqmsmﬂm aaﬂﬂmﬂamu
WA 0%y (Firewall) aUnﬁmmﬁvwauai YUULAT B N15AAA ueuchaLnﬁmuaﬁaq‘uama
wagn Audeya n15f AR 9sEUUTABIAINUaens gluni1sitfansev e @ﬂﬂim’famu
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nsyngniTulest (Web Application Firewall) n1sfiasanuisanusufiuiuniosnosfinnedulgie
iadounazgunsaidaiiudeyassasaeuiames isiigunsaldestuiniorte (Firewall) wuud 2
Fasannsaviileifunisyhnu High Avallability (HA) fugunsaifesiuietne (Firewall) Wavesmns
drifnau naw. I lumsvimihidsesuasiiinauhdeiioliiussuuadedne Uasiunisngaedn
vomshnuregunsailesiussuuiaietne vilvanunsaudnisidedereiiles saufafesdsdoyaly
Wgunsalimseideyaszuupietsannsavianldegaiivssansam

3.4 nadeUMsYuYeIgUnsel S3UU uasteniuasTiRaRe wieudaviienansuanisvagey

3.5 ﬁﬂLﬁuﬂﬂié’manﬂﬁﬁuLﬁ’]’mﬁﬁﬁﬂﬁﬁﬁmu léun i diifduRsadedunsinnw
waznsIvdeudayauusruuIAI ety iussezinan 1 fu dwwlidesndn 3 au Lwa”[,mnmmmi
arudlaisnfugunsaidasiuaietns (Firewal) ssuudsesdeyauaziAudoya mafiadaszuy
Snwmmnudaenitlumsidifiusiediy aﬂﬂsmﬂmﬂumiunsmwlm (Web Application Firewall)
W‘i@ll‘ﬂxﬁ]GWHLE]ﬂﬁﬂ'i‘i']ﬂx‘?’]uﬁ‘{ﬁwﬂﬂ'ﬁﬂﬂmﬁu

vieil tenanslude 3.1, 3.3 - 3.5 mmsn‘tﬂjmﬂwmmmmﬁummaaﬂqﬂm Inglidnds
fgUuuuenans uarludionans

3.6 Andsgunsal Wannsnieusofusewinedney naw. dninawlvg (0C) udsimuy
LLau‘W‘U‘VlE“IWSE)\‘I (OR) w9 anunsadnsesdeyauiislfideyaluindsdgunsadulianusaldonls
Hap51 luanumsaidninanivgliaansadwieuld

3.7 JHudoiauaas maasuﬂsmummmmunwsmLLavmsﬁnmauU‘uLLauaﬂﬂimmmﬂ
fidsweuduszesaetietios 19 dufaomniuiidninem nay. I§5uteunarangnssunsnsIasus
Idnsrasugniesasutu TaudBudeiausfedudnmsdenusnudlabildnsldisaiu Tnodusibunis
melu 48 Falue MunnnanildFuuds mngdiudaiausliamunsaudloliudiasomelunariidvun
wawaLﬂuamwmaamaﬂﬂimmﬂsvammmmmaunwsammmﬂwmLmuwnmaﬂnimwawaw
duiunsuduase Inglifaaldangln o fedu

antunsaudeivuaneasdsanudnuvasamslasinsiamagtusivesdninnu nay,
U 7 518M13 auazidualude 4
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4. sreanduanuanvuzianizvagunsal uassruudesilnusnuniisurivielitioendngeil
4.1 guninillasiuiaietie (Next Generation Firewall) Wuufl 2 $1uau 1 miw

4.1.1 Lﬂuaﬂﬂim Firewall ¥1ia Next Generation Firewall uu Appliance wmmau‘um
‘VN SD-WAN uag Next Generation Firewall Uuaﬂﬂimmmﬂu

4.1.2  # Throughput dw3unisvieu Firewall laitfeendn 70 Gbps

413 fdeudeursszuuiaienis (Network Interface) WUy 10/100/1000 Base-T 3o
fin71 Fnubiidesnii 8 Yad

4.14 fYesdwiusessunisndousossuuaienis (Network Interface) WUU 1 Gbps
(SFP) %39 10 Gbps (SFP+) druauliitiesnin 8 vaq
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4.1.5  annsanTaaeuuarleaiunisyninguuume 4 agnses @ad Syn Flood,
UDP Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS, Teardrop Attack, Land
Attack, IP Fragment, ICMP Fragment \Jusiy

416  awnsndsdoyalunsiadeunrmndsddussuy Sandbox/Advance Threat Service
Cloud %38 Hardware tiens3980u Unknow Malware 'I&

417  annsavinisdenled IPsec VPN deimnuislunsvihalitosndh 40 Gbps

4.1.8  § Threat Protection Throughput laitfeenin 9 Gbps

4.1.9  snunsavinnsBudusiinu (Authentication) 33U Active Directory 1

4.1.10 @1u150%1n1501UUA IP Address wag Service Port wuUU Network Address
Translation (NAT) W&z Port Address Translation (PAT) ¢

4.1.11 asnsaviudnyae Transparent Mode et

4.1.12 @30 Routing WUU Static, Dynamic Routing ¢

4.1.13 31 Power Supply WUy Redundant %38 Hot Swap 147w 2 miae

4.1.14 @ansausmsInMIgUnsiiIuImsgIu HTTPS w3e SSH Imdueeales

4.1.15 aunsauiunazdsiearidoauazniiodeunsldaly (Logging/Monitoring)
Tugduuu Syslog 161

4.1.16 annsaldesunnsgiu IPve 16

4.2 gunsaldasnuiaTev1e (Next Generation Firewall) wuufi 1 312y 1 Wy

IngazdpslinuinuaizifiousivielitfeendimueaziSend el

4.2.1 Lﬂ‘uq‘dﬂizﬁ Firewall %{lm Next Generation Firewall wuu Appliance ﬁﬁ@mauﬁ'ﬁ
74 SD-WAN uaz Next Generation Firewall vugunsalifeniu

4.2.2 i Throughput dw¥unisvienu Firewall lafeendn 4 Gbps

423 fWpadousioszuunietis (Network Interface) WUy 10/100/1000 Base-T 3o
fin71 ruaubidesnin 8 Yad

424  fdesdwmdusesiunisdensiasyuuiniotie (Network Interface) kuu 1 Gbps
(SFP) vi3® 10 Gbps (SFP+) $1uaulaitfosnin 2 daq

425  awnsansvasukaztestunisyngnguuuunng q egrates il Syn Flood,
UDP Flood, ICMP Flood, IP Address Spoofing, Port Scan, DoS or DDoS, Teardrop Attack, Land
Attack, IP Fragment, ICMP Fragment 1Jugulg

426 @1UTAYINITNIVUA IP Address uag Service Port WUV Network Address
Translation (NAT) wag Port Address Translation (PAT) ¢

4.2.7 @130 Routing WUU Static, Dynamic Routing 1¢f

428 @nsauIMITInMSgUNTAlNIULRSEIU HTTPS %3 SSH I Tusenatos

i'laazLﬁﬂmmaummmmﬂﬂsamsLﬂuﬂszﬁmﬁmwswﬁiﬁ’zm
N
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429 @wmrsaiuLardesvarid eauarnsiadaunsiaeny (Logging/Monitoring)
Tuguiuu Syslog 16
4.2.10 aunsaldnunuunsgIu 1Pv6 e

4.3 gunsaliiasisidayaszuuiaiodns Sruau 1 ya nsasdeedaudnuuzifisuin

v hitleendinuseanBendil

431 4 ua‘dﬂim Hardware Appliance Aaruisod USIUTIULNG nsad (Logs or
Events) Aifnd uuuaﬂﬂimﬁaaﬂumiama (Next Generation Firewall) #58 SD-WAN fiauoun
Tulasenisla

432 Tveudeusoszuuiniorns (Network Interface) WUy 1 Gigabit Ethernet 97121
Livosndy 4 wosw

4.3.3 i Storage wuv 478 lieenin 2 i wazilamautinisyii RAD 0, 1 16
WHueealey

434 fdnsmuaiunsalunisdafuteyaid eTiasenldludesnd 2,000
Logs/Events per second uas@111905895U97u7uU log alsitiaenin 100 GB sty wseaNIsaLdue
szuuBuifindniieliiniutoyalinudermun

4.35  5833UN15Y91U3 WY Device w3 Virtual Domain lagegalioenia 50
devices/VDOMs %58 5845U%UU Device tipenin 50 Device

43.6 aunsanTNERUAUgNABIYDsTayafidnify (Checksum) MINNINTFIU MD5
%38 SHA-1 ¥38RnIN

437 fiszuumshigadinuvesdguassuu (Administrator) Tagldgudeyaan Local
Database ,LDAP ,SAML uaz RADIUS Ididuegraioy

4.3.8 @wnsauimsinnmsgunsaliulusienea HTTPS 61w Web Browser ldlnenss
Tnghifesindswonduasiiuiy ualuslanoa ssH diluechaos

4.3.9  {3Uuuus1891U (Report templates) waza N sananssgulugULuLee PDF,
HTML uaz CsV lellueeheies vi3oamnsavin Custom Report Templates ¢

4.3.10 me%yja Top sources, Top destinations, Top applications, Top websites,
Top threats, System events Wwag Resource usage 6l

¥ [ = s

4.4 ‘HEIWGILL'}‘ST"UUEI']‘SEIsi‘Ua:JaLLa“ﬂﬂU‘UElﬁda I 1 Ya lngazdasiinaudnusiiisuin
winlitfoendmuseaziBuadsil
4.4.1  @nsauImsInmMInngunansla (Centralize Management)
4.4.2 mmiamﬁama fAudayauussuUABNAADS Il auved iy naw.
Toglisufudesiafe Agent vupTesreufinnediaiion
4.43  aansofAudeyalussaulnduu Guest 05 AilssuuUfvfnisuseian Windows,
Linux, Mac, BSD wag Solaris

SALLDEAYD L'liﬂ"’liﬂ\‘lx‘ﬂuiﬂi\?ﬂ’ﬁLﬁuﬂizﬁ‘ﬂ%ﬂ'1W38U‘Lfﬁ§ 4
i . CDE VA
wrobigiosol e .
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444  ansodisesuasfAudeyalusedy Application UuLAS BeRBNRLAD AT BY
(Granular Recovery) l@laglisndudasfinne Agent @adpesoasu Application a8 1stieadesaluil
Microsoft SQL Server, Microsoft SharePoint, Microsoft Active Directory, Microsoft Exchange hag
Oracle

445 mmmﬁ’ﬁmﬁ'a%a Transaction Log 994 Microsoft SQL Server ag Oracle
Database WUU Agentless

446 @wnInINsd1sestoya SAP HANA Lag Oracle RAC U3 a4AsuaLn0s
iaflou vidouuieSesnoufameinunm

447 @annsnanm g dou (Deduplication) udatusn (Compression) feyaiivinns
drsosldhevenduaifiaue

4.4.8  fAua1m130 WAN Acceleration ivreifiununalunisiudsdonya backup
NULATDNY WAN

449 awnsadsowariiudeyavennios Windows server wae Linux server 1

4.4.10 awnsadseussifuteyainiasreufiamesiaiouuu Cloud Platform

4.4.11 awnsafloys Windows uas Linux Mfuieiesresiianesiaiiouuss Physical

4.4.12 gunsavindnumiedneyalnddoyadisedluds Object storage oy Azure
Blob, AWS S3, IBM Cloud uag Google Cloud Storage

4.4.13 mmsaiaué’wsi’fas%lam‘%‘mﬂauﬁama%mﬁaumn Amazon EC2, Azure VMs uaz
Google Cloud Platform VMs g Public Cloud %38 Virtual infrastructures ‘lalagnss

4.4.14 awsadfAueisspeufamediaiouiiotunldouldiuilnensdandos
neufiamediaiiouain Backup Storage Busnldaulandonfuvaneieios

4.4.15 mm:mﬂ ﬂ'wuaua Microsoft SQL Server uag Oracle vt o1 unld s1uldyud
97 Backup Storage IﬂamaqmmimmmimuuasLmaumagalm

4.4.16 annsansrvaeumuauysalvestoyalad osnouRanesiailoudi idd1sels
(Backup Verification) Tngn1si1aeenisdAudeyauuusalulfild delunszuiunisisesamnsosen
sqammwaLLamwaawswaqmsmmaau‘lmma

4.4.17 awsoaisdnmnndendians et madeuinIssneniawefadouiivinnns
Backup 11 Ine/lsidswafusyuuau Production (On-Demand Sandbox)

4.4.18 @w13a Replicate Toyaindasnouinnesiadewlusleddrsoddaglisniugos
Anks Agent uawaIsH FailOver wat FailBack Ldesnouitumediadouls

4.4.19 aunsavhduundeyalnd senaufinnesiadioulusladdsedldegasoiios
(Continuous Data Protection (CDP)) Tnglsisndusasiinds Asent uazanunsa FailOver wag FailBack
\n3esneNfimesiateuld

4.4.20 awnsafmusuunsiussuuileddisedtidamii Failover Plan) Wiuiadas
AONTIWBS Ao

ALY TOULNUDINUTATINISIRLUSERYE NS L UL ?-zhem

b7 /4 e Z 2 ==.
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4.4.21 $ANa13a Self-Service Backup Ag aqtymlﬁcﬁ‘l%’wum’%'aaﬂauﬁaLmaﬂﬁﬁau
vimsdsesuazdaudeyalddiemiesiuni Web Portal

4.4.22 aunsndreeyanisresufiunediaiou nevihnusautunalulad Storage
Snapshot Ifileannansenuiiiniuiussuy Production luvaugiiinsdnsosdeya Insassiosanunsn
vihusmu Storage Snapshot 210 Vendor sialuild HPE, NetApp, Pure Storage waz DellEMC

4423 TAvANSgnFaImUNgMANELUY Open license ATOUARNAISILIY Workload
alsidaenin 20 Workloads

o/

4.5 szuuinwanudseadslunisidiiuaiedis Sawau 1 szuu Tesasdeslnudnuuy
\Wuinvselaitfesndimusieazideadsil

4.5.1 Lﬁu%w@ni‘émﬁ'ﬂﬁmﬁwum%wﬂ%ﬂmamuﬁmﬁwLﬁuﬂaamﬁauum%ﬂ
AoNILADIEMTUBIANT (Endpoint Security) senmant® ZTNA, SSL uag IPSec VPN iusthaios

452 Favdnsmsldaulslitesnin 500 licenses

4.53  @unsnimua policy madhiisdeiteuls IP, MAC, Users uas Tags 14

454 awnsafmun Tags Weszydeyauuiaieafldny fiFesmsidnfessuuiniete
wagnsweansateluy laun Vulnerability Status, Anti-Virus installation and update, Operating
Systems tHuseaipy

455  @unInsey uavimum policy wondrudmiuedeaiildainanely (on-network
W3BLlgUWh) waganmeuen (off-network nsesieuiyin)

456 @TanT9Yealnd (Vulnerability Scan) vua3 oegld noudldsuszuy
w3avevisauld Tnsuananaresiwifinsanuntouszsuaudunsely wy Critical, High, Medium,
Low viTaiiguwinle

457  sessumsiigadinuluy 2 sedu (2FA) Aunsldau ZTNA Tneldgudeyarld
YDIDIANT UATOITUNTYINUTINAY Soft Token wuy Mobile 1¢f

458 spafumsnmuauleue Allow, Block, Monitor Msl4411 Removable Media 1y
USB Tef

4.59 awnsanmuauleuiemsididaduled (Web Filter) 161

4510 aunsauimsianisiedesliumensldaingaies (Centralized Management)
uazsaasumsuimsdnnisingunsalszuutiestuededeiiaue vieldeglutiogiuld

4.5.11 @mnsavinnusuiuseuy Windows Active Directory nneluasdnsle wSe Entra
ID (Azure AD)

4.5.12 iaqis”umsmwaauiﬂﬂmwﬁ“ms‘i’lﬂut,ﬂ%wmsﬂ‘ﬁ' (Software Inventory) 18
Imﬂizq‘lﬁﬁ"ﬁa Application, %aﬁwﬁm, Version uagiuynnnna 150 OS version, Firewall is turned on,

Antivirus
's1ua%:;-uaﬁwwmmmu‘[ﬂ'ﬁams;ﬁwszamﬁnmiz‘u 20989
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y/ ...... g bterirerenenennns eeeeerstsresiens Z@ ..... =
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4.5.13 awuayu Vulnerability Dashboard tfiauans endpoint finudasluilé

4.6 s unsalJesnunisyngnidules (Web Application Firewall) $9u2u 1 4n
TasazfosdiquanvaifisusinSelsitesnimuneandeadsil
4.6.1 \Dugunsalihmihitesiunuasnsedmiu Web Application Tagiany
4.6.2 i Application throughput @msumsyieu Layer 4 lalffosndn 10 Gbps
4.6.3 i Application throughput dwsumsyien Layer 7 litfosndn 10 Gbps
464 fpsdmTusesiunisdeusiossuuinioans (Network Interface) Wuu Gigabit
Ethernet 4 was$# %38 10 Gigabit Ports (SFP+) $ruaulsieenin 4 wasn
4.6.5 i Bulk Encryption throughput laitieenin 10 Gbps 1A
4.6.6 3 SSL TPS (2K Keys) 15,000 161
467 @wn3nvhn1s Web Application Firewall (WAF) fasiolui]
4.6.7.1 Real-time application threat mitigation
4.6.7.2 59930 OWASP
4.6.7.3 Threats mitigated
4.6.8  fimuaunsnlunistiosiu DDoS mitigation 16

4.6.9 i Power Supply wUU Redundant %58 Hot Swap 31434 2 M3

4.7 wirsanuduieiuuszaniawludiuveaniousitrenauiianediaiou 1 YN
Tagazsiosdquanvaniisusiviehiteaniiauseasideadil
471 whganusdredmiudsnnesuuui 1 emun 32 6B Wusthaios S 36 mise
4.7.1.1 1 unur8A17091d1599U58101 DDRE wa sl A NaIu150n5I9d0U
uaguiluteyalnednlulf (Error Checking Code (ECC) Idf
4.7.1.2 Juniteainudrdrses DIMM Uszian RDIMM warsee5un1sviney
2933 MHz g1
4.7.1.3 Jumbeanudrdises seeduuseiulni Voltage 2w 1.2v 16
4.7.1.4 \Jumhemudd15e930¢5u Rank Uszunn 2Rxa 16
4.7.2 yiwar S 1dsodmSuBiinesuULT 2 mamg 32 GB $1uiu 12 Wi
4.7.2.1 JumiiwauddrsesUssinn DDRE wagdauauisadauazuily
Toyalnednlutd (Error Checking Code (ECC) 1#
4.7.2.2 \Junurua21uT181599DIMM Useian RDIMM wag389n15¥191u
3200 MHz ¢t
4.7.2.3 Wumhoaudidises sesdunseiiladin Voltage vuia 1.2V 16
4.7.2.4 \Jumbemusrdseesesiu Rank Usenm 2Rx4 18
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5. AuautRvasiutaiaue

5.1 fimuanansanungvang

5.2 lilluynraduavane

53 ldegszwiadnians

5.4 "I,mﬁummamagsmwgnsummsawaLauawsamamrg'mwmamusumsﬁhmﬂsn
LuaqmnLﬂuwlumummmm‘sﬂivmuwamsﬂg‘ummummwﬂs gnounsmussdeuispuuniinnms
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56 dnmautiuasliddnvardeaiwnui augnssunisulevienissnd osnduas
mMIusmsiagasgimualusgisayunm

5.7 Huliypradilordnuneiasivszninnmaidnvsedndsnam wasinamuiliisfody
é’wuLwﬂ‘[u‘Eaﬁmiaummaumi?{ams Twaiuliideendn 2,000,000 v lidesndn 1 wasu aely
TLYLIAT 3 U fudusiuidutoaue nefeuuudumidefusemany wagdumang e
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